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� Workshop Introduction

� Introduction to Ansible Network Automation

• Configuring Ansible Lightspeed in Visual Studio Code
• basics & creating inventory
• verify banner configuration
• creating the playbook
• execute the playbook
• adding variables
• using Ansible documentation
• network facts

� Using Resource Modules
• verify SNMP configuration
• configuring SNMP
• state gathered

� Introduction to Ansible Automation Platform
• Automation Controller
• creating an inventory
• creating your first project
• get to know credentials
• creating a job template
• configuring BGP (Part 1)
• configuring BGP (Part 2)
• creating a workflow job template

� Introduction to Event-Driven Ansible
• ansible-rulebook
• ansible-rulebook with Kafka
• Introduction to Event-Driven Ansible Controller
• setting up telemetry
• setup rulebook and remediation
• automated remediations
• automated notifications
• chatops

Workshop Agenda
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● Timing
● Breaks
● Takeaways

Understanding the format of this workshop

Housekeeping

Quick Recap 

Hands-on Exercises

Instructor Presents Slides on 
Section

Section Flow

Repeat for each section
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Cisco Cat 8000v Kafka 
Broker

Ansible Automation 
Platform

Microsoft Visual Studio Code

Red Hat Ansible Lightspeed

lightspeed-101-controller podman-host

mattermost
port 8065

ceos1
port 2001

ceos2
port 2002

ceos3
port 2003

telegraf

control
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Autocon2 WS:D3

Section 1
Introduction to Ansible Network 
Automation

Topics Covered:

▸ Ansible Lightspeed

▸ Understanding an Ansible Playbook and 

Inventory
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Ansible Lightspeed

Topics Covered:

▸ Ansible Lightspeed components

▸ Ansible VS Code extension setup

▸ Ansible Playbook generation



IBM watsonx
Code Assistant

Red Hat Ansible Lightspeed
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Red Hat Ansible 
Lightspeed

Red Hat Ansible
content creation

VS Code extension

Ansible content tools

Best practices anonymize 
post processing Customize model

Prompt

Suggestion

Prompt

Suggestion

Upload your datasets for 
model customization

Data security

+ Prompt/Suggestion data is encrypted in transit and at rest and is ephemeral

+ Customer metadata and customized models are stored in customer-owned IBM cloud 
object storage and are not shared with IBM, Red Hat, or any other customers

Integrated developer experience



Create

Red Hat Ansible Lightspeed

10

Foundational model 
for Ansible

+ 3B parameter IBM watsonx 
Granite foundation model, 
trained on Ansible datasets, and 
infused with IBM and Red Hat 
automation expertise

+ Customer data is isolated to their 
IBM Cloud instance 

https://www.ibm.com/products/watsonx-code-assistant


Prompt 
refinement

 
             Red Hat Ansible Lightspeed

Create

Ansible Playbook generation

ᐩ Guided chat to boost developer 
productivity

ᐩ Playbook explanation to 
accelerate learning of syntax 
and structure 

ᐩ WCA 20B Granite model to 
generate high-quality 
recommendations

Playbook 
generation

Guided 
chat

Prompt 
refinement



Prompt 
refinement

 
             Red Hat Ansible Lightspeed

Create

Ansible Playbook generation

ᐩ Guided chat to boost developer 
productivity

ᐩ Playbook explanation to 
accelerate learning of syntax 
and structure 

ᐩ WCA 20B Granite model to 
generate high-quality 
recommendations
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Ansible Basics

Topics Covered:

▸ Ansible Playbooks

▸ Ansible Inventory

▸ Ansible Collections
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What makes up an Ansible playbook?

PluginsModulesPlays



● A playbook is a list of plays.

● Each play is a list of tasks.

● Tasks invoke modules.

● A playbook can contain more than 

one play.

A Sample Ansible Playbook

---
- name: Configure VLANs 
  hosts: cisco
  gather_facts: false
  tasks: 
    - name: VLANs task
      cisco.nxos.vlans:
        config:
        - vlan_id: 5
          name: WEB
        - vlan_id: 10

  

 



---
- name: configure vlans
  hosts: switches
  gather_facts: true

What am I automating?

Ansible plays
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What are they?

Top level specification for a group of tasks.

Will tell that play which hosts it will execute on 

and control behavior such as fact gathering or 

privilege level. 

Building blocks for playbooks

Multiple plays can exist within an Ansible 

playbook 



The “tools in the toolkit”

Ansible modules
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What are they?

Parametrized components with internal logic, 

representing a single step to be done. 

The modules “do” things in Ansible.

Language

Usually Python, or Powershell for Windows 

setups. But can be of any language.

- name: VLANs task

  cisco.nxos.vlans:

    config:

      - vlan_id: 5

      - vlan_id: 10



The “extra bits”

Ansible plugins
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What are they?

Plugins are pieces of code that augment

Ansible’s core functionality. Ansible uses a 

plugin architecture to enable a rich, flexible, 

and expandable feature set.

Example filter plugins:

my_subnet: 192.168.1.0/24

{{ my_subnet | ipaddr('network') }}

renders 192.168.1.0

{{ my_subnet | ipaddr('prefix') }}

renders 24



The systems that a playbook runs against

Ansible Inventory
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What are they?

List of systems in your infrastructure that 

automation is executed against

[web]
webserver1.example.com
webserver2.example.com

[db]
dbserver1.example.com 

[switches]
leaf01.internal.com
leaf02.internal.com 



Understanding Inventory - Groups
There is always a group called "all" by default

Groups can be nested

[cisco]
rtr1 ansible_host=18.220.156.59 private_ip=172.16.184.164
[arista]
rtr2 ansible_host=18.221.53.11 private_ip=172.17.229.213
rtr4 ansible_host=3.16.82.231 private_ip=172.17.209.186
[juniper]
rtr3 ansible_host=13.59.242.237 private_ip=172.16.39.75

  

 

[routers:children]
cisco
juniper
arista

  



[cisco]
rtr1 ansible_host=18.220.156.59 private_ip=172.16.184.164
[arista]
rtr2 ansible_host=18.221.53.11 private_ip=172.17.229.213
rtr4 ansible_host=3.16.82.231 private_ip=172.17.209.186
[juniper]
rtr3 ansible_host=13.59.242.237 private_ip=172.16.39.75

[cisco:vars]
ansible_user=ec2-user
ansible_network_os=ios
ansible_connection=network_cli

  

 

Group variables apply for all 
devices in that group

Host variables apply to the 
host and override group vars

Understanding Inventory - Variables

21



Simplified and consistent content delivery

Collections
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What are they?

Collections are a directory structure containing 

automation content:

▸ Modules

▸ Playbooks

▸ Roles

▸ Plugins

▸ Docs

▸ Tests



170+
Network SecurityInfrastructure Cloud

certified content 
collections 
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Network Devices /
 API Endpoints

Linux / Windows
HostsModule code is copied 

to the managed node, 
executed, then 
removed

Module code is 
executed locally on the 
control node

Ansible Automation Platform

Ansible Automation Platform

Local Execution

Remote Execution

Network Automation compared to servers



Ansible
Automation Platform

Network Connection Plugins

Cisco IOS-XE

Arista EOS

Juniper Junos
netconf

network_cli

httpapi

ansible_connection

▶ netconf - XML over netconf

example: Juniper Junos

▶ network_cli - command line over SSH

example: Cisco IOS-XE, Arista EOS

▶ httpapi - vendor API

example:  Arista eAPI,  Cisco NX-API

https://docs.ansible.com/ansible/latest/plugins/connection.html

Red Hat 
Enterprise Linux

ssh

Use your vendor connection of choice

https://docs.ansible.com/ansible/latest/plugins/connection.html


Using the latest ansible-navigator command

Running an Ansible Playbook

What is ansible-navigator?

ansible-navigator command line utility and 

text-based user interface (TUI) for running 

and developing Ansible automation content.

It replaces the previous command used to run 

playbooks “ansible-playbook”.

$ ansible-navigator run playbook.yml



Bye ansible-playbook, Hello ansible-navigator

ansible-navigator 

How do I use ansible-navigator?

As previously mentioned, it replaces the 

ansible-playbook command. 

As such it brings two methods of running 

playbooks:

▸ Direct command-line interface

▸ Text-based User Interface (TUI)

# Direct command-line interface method
$ ansible-navigator run playbook.yml -m stdout

# Text-based User Interface method
$ ansible-navigator run playbook.yml



Lab Time
Section 1 - Configuring Ansible Lightspeed & Introduction to Ansible Network Automation

In this lab you will explore the lab environment, configure Ansible Lightspeed 
and go through basics of Network Automation using Ansible

Approximate time: 35 mins



29

Autocon2 WS:D3

Section 2
Using Resource Modules

Topics Covered:

▸ What are Resource Modules?

▸ Why should you use them?



Network Automation Modules

command

config

facts

resource

run arbitrary commands

retrieve information

generic catch-all configuration 
and templating

read and configure specific 
network resources 

How do we interact with network devices?



What’s so special about Resource Modules?



Focus on re-usable structured data

Resource 
Module

(using action states)

Rendering native configuration commands from structured data using 
Resource Modules

(on-box)

Native
Configuration

interfaces:
- name: Vlan10
  description: SVI-1
  ip_forward: true
- name: Ethernet1/1
  description: INTF-1
  mode: layer3
  mtu: '1800'
  enabled: true
- name: Ethernet1/2
  description: INTF-2
  speed: '10000'
- name: Ethernet1/3
  mtu: '1500'
- name: Ethernet1/4
  mtu: '1500'



Focus on re-usable structured data (cont.)

Resource 
Module

(using state: gathered)

Converting native (on-box) configuration to structured data using 
Resource Modules

(on-box)

Native
Configuration

interfaces:
- name: Vlan10
  description: SVI-1
  ip_forward: true
- name: Ethernet1/1
  description: INTF-1
  mode: layer3
  mtu: '1800'
  enabled: true
- name: Ethernet1/2
  description: INTF-2
  speed: '10000'
- name: Ethernet1/3
  mtu: '1500'
- name: Ethernet1/4
  mtu: '1500'



Supports multiple states of operation

RM States

Action Non-Action

overriddenmerged replaced deleted gathered rendered parsed
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Enhanced Return Values

before:
- name: Ethernet1/1
  ipv4:
  - address: 192.168.1.1/24

commands:
- interface Ethernet1/1
- ipv6 address fc00::100/64

after:
- name: Ethernet1/1
  ipv4:
  - address: 192.168.1.1/24
  ipv6:
  - address: fc00::100/64

name: Update IP address
cisco.nxos.l3_interfaces:
 config:
 - name: Ethernet1/1
   ipv4:
   - address: 192.168.1.1/24
   ipv6:
   - address: fc00::100/64

interface Ethernet1/1
  no switchport
  ip address 192.168.1.1/24

(existing on-box configuration)

(task to add an IPv6 address)
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Bidirectional Capable

- name: grab nxos facts
   cisco.nxos.nxos_facts:
      gather_subset: ['!all', '!min']
      gather_network_resources: l3_interfaces

- name: ensure that the IP address information is accurate
   cisco.nxos.nxos_l3_interfaces:
      config: "{{ ansible_network_resources['l3_interfaces'] }}"
   register: result

- name: ensure config did not change
   assert:
        that: not result.changed

Round trip gathered facts to the corresponding Resource Module



Lab Time
Section 2 - Using Resource Modules

In this lab you will learn how to use Network Resource Modules and push the 
playbooks you have written to a Github repository.

Approximate time: 35 mins
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Section 3
Introduction to Ansible Automation Platform

Topics Covered:

▸ What is Automation controller?

▸ Operationalizing Ansible Automation
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What is it?

Automation controller is the Ansible Automation 
Platform control plane which enables users to 
define, operate, and delegate automation across 
their enterprise 

Automation controller provides:

▸ WebUI and API

▸ Role-based access control

▸ Powerful workflows

▸ Centralized logging

▸ Credential management

▸ Push-button automation

   Automation controller

WebUI

API

RBAC Workflows Audit

Automation controller. Define, operate, and delegate.



Defining how your content runs in automation controller.

Data center

Private automation hub

Playbooks

Content 
Collections

Execution 
environments

Credentials

Projects

Inventories

Job template

Automation controller

Content
Collections

Repository

Execution
environments

Cloud

Edge
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Projects. Adding your automation content to controller.

What is it?

Logical collection of your playbooks:

▸ Multiple source types supported

▸ Source Control Management (SCM) integration and 
update strategies

▸ Red Hat Insights integration

▸ Role-based access control (RBAC) and schedules
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What is it?

Collection of endpoints against which jobs
may be launched

▸ Multiple inventory sources supported

▸ Dynamic endpoint discovery

▸ Logically group endpoints by metadata or 
user-defined filters

▸ Granular RBAC permissions

Inventories. What do I want to run my automation on?



Credentials. Securing resource and endpoint access.

Red Hat Ansible Automation Platform technical deck | Manage
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What is it?

▸ Securely manage credentials needed
for automation resources

▸ Multiple credential types supported

▸ Integrate external secret management systems

▸ Create custom credential types and plugins

▸ Use RBAC to govern access

▸ Actual credential never exposed



Red Hat Ansible Automation Platform technical deck | Manage
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Job Templates. Bringing it all together.

What is it?

▸ Define and standardize running automation

▸ Reusable and shareable

▸ Leverage agile practices, such as GitOps and 
event-driven automation



Job Templates can be found and created by clicking the Templates   
button under the Resources section on the left menu.

Executing an existing Job Template



New Job Templates can be created by clicking the Add button   

Creating a new Job Template



This New Job Template window is where the inventory, project and credential 
are assigned.  The red asterisk * means the field is required .

Creating a new Job Template



Combine automation to create 

something bigger

Workflows

▸ Workflows enable the creation of powerful holistic 

automation, chaining together multiple pieces of 

automation and events.

▸ Simple logic inside these workflows can trigger 

automation depending on the success or failure

of previous steps.



Backup ConfigsSTART

JT

Deploy Configuration 

JT

Restore Config

JT

Check Operational State

JT

Update SOT

WORKFLOW VISUALIZER | Operational State Workflow

JT

Ansible Automation Platform
Using workflows to enhance your automation



Lab Time
Section 3 - Using Automation Controller

In this lab you will explore the Ansible Automation Platform 2.5 unified UI 
and learn how to launch the playbooks you have written in the previous 
exercise in Automation Controller.

Approximate time: 40 mins
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Section 4
Event-Driven Ansible

Topics Covered:

▸ Introduction to Event-Driven Ansible (EDA)

▸ Writing your first Ansible rulebook

▸ Learn how to use EDA Controller
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 Key building blocks  in Event-Driven Ansible
Simple, powerful, agentless

Ansible Rulebooks contain the source of the event, as well as the instructions on 
what steps to perform when a certain condition is met–and it is all very flexible.

What you will create using 
Event-Driven Ansible®

When a condition or event is met, the 
Ansible Rulebook executes

All the sources of event data you 
want to use

ActionsRulesSources
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Execution layers of Event Driven Ansible

Event 
Source

Message 
Layer

Service 
Layer

Routing 
Layer Automation

Event-Driven AnsibleOptional

Ansible Playbooks

Ansible Modules 
(SNOW ticket update,

or API call)

Metrics driven value

Management interface 

Sources   Rules  Actions



Rules
Executing actions from matched conditions

▸ Rules consist of conditional statements
▹ EDA uses rules to trigger action
▹ Rules can have single or multiple actions
▹ Rules are organized into Rulesets

▸ Conditional mapping of actions to events
▸ Simple YAML structure for logical conditions
▸ Throttle events to mitigate event storms
▸ Events can trigger different types of actions:

▹ run_playbook, run_template, run_module
▹ set_fact, post_event, print_event
▹ retract_fact, shutdown, debug

54



Rulesets
Rulesets: from source to action

▸ Rulesets require:
▸ A unique name
▸ A defined event source(s)
▸ Hosts similar to Ansible Playbooks
▸ A list of defined rules

▸ Set execution_strategy
▸ Run actions in parallel or sequentially

▸ Gather facts from hosts and upload to rules engine
▸ Use this data in match conditions

55



Rulebooks 
Ansible Playbook has many plays, Ansible Rulebook has many rulesets

▸ Rulebooks comprises of Rulesets
▹ Rulebooks can contain multiple rulesets
▹ Rulebooks are analogous to Playbooks

56
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Event-Driven Ansible Workflow

Event Source Listen 
for 

events

Rule 
Engine

Action: 
run_playbook

Action Complete

Ansible-runner 
triggers 

playbook

Observe Evaluate Act

Ansible Rulebook

Action: 
run_job_template

Template runs in 
AAP
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Getting Started with EDA 
Controller

● Projects 
● Decision Environments
● Rulebook Activation



EDA Controller
Event-Driven Ansible Management 

▸ EDA Controller
▹ Manage EDA projects, Decision 

Environments and rulebook activation
▹ Audit running rulebooks
▹ View event history
▹ Securely connected to Automation 

Controller via Token



Getting Started
Event-Driven Ansible Management 

▸ Project
▹ Grab your Rulebooks and synchronize from source control

▸ Decision Environment
▹ Select the Container environment that contains ansible-rulebook and any 

additional Ansible content that is needed.
▸ Rulebook Activation

▹ Select your Ansible Rulebook form the project and 
configure how it runs.



Projects
Single source of truth for your Rulebooks

▸ Projects
▹ Similar to Automation controller, we 

create projects on EDA Controller and 
synchronize from a source of truth.

▹ Projects will contain all the resources you 
need such as Ansible Rulebooks.

▹ Note:
■ Rulebooks need to be kept in a 

rulebook subfolder in your project 
repository.



Decision Environments
Container based execution of Event-Driven Ansible

▸ Decision Environments
▹ Provides an container environment similar 

to an Execution Environment.
▹ Contains ansible-rulebook to run 

rulebooks
▹ Contains any additional Ansible content 

needed



Configure Rulebook Activation
Event-Driven Ansible Management 

▸ Rulebook Configuration
▹ Rulebooks from our Projects can be 

configured via Rulebook Activation. 
Restart Policies, Decision Environments, 
Variables and enablement are configured 
here. 

▹ Additional Variables can be supplied to 
the rulebooks

▹ Restart Policy allows us to restart 
rulebooks if needed.

■ Always
■ Never
■ On Failure



Rulebook Activation
Activated Automation

▸ Rulebook Activation
▹ Once Rulebooks are activated and 

running they are listening for events.
▹ Event data and Event History can be 

viewed from the Rulebook Activation 
window.

▹ Further inspection of the Rulebook events 
and actions can be done via Rule Audit

Waiting for Events

Rulebook Activated



Rulebook Output
Viewing ansible-rulebook output and history

▸ Rulebook Activation
▹ Once Rulebooks are activated It is 

possible to view the history output of that 
rulebook.

▹ This provides you with the ability to view 
the verbose output of ansible-rulebook 
for your specific rulebook.



Rule Audit
An Overview of events and actions

▸ Audit Rulebook Activation
▹ Rule Audit allows you to view data around 

the events and actions that have taken 
place.

▹ Events will list the events that have 
matched within the rulebook.

▹ Actions provide a list of actions which 
have taken place



Event Audit
Event information and auditing 

▸ Event list
▹ The Event list in Rule Audit provides a list 

of events that have been matched with 
your Rulebook conditions. 

▹ The events are listed and provide the 
event source type where they were 
observed.

▹ These events can be selected to get the 
event information.



Action Audit
Action information and data

▸ Actions
▹ Rule Audit provides the ability to access 

the Action history.
▹ If the action is to run_job_template in 

Automation Controller, the action will link 
back to the Job Status on Automation 
Controller.



Lab Time
Section 4 - Automate decision making with Event-Driven Ansible

In this lab you will learn the basics of ansible-rulebook CLI and use 
Event-Driven Automation (EDA) Controller with real use cases.

Approximate time: 40 mins
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What you learned

▸ Writing playbooks using Ansible Lightspeed

▸ Introduction to Network Automation using AAP

▸ Using Automation Controller to operationalize 

network automation for your enterprise

▸ Automate decision making with Event-Driven Ansible

▸ Putting it all together! - Implementing real-world 

scenarios with what we learnt





Learn more

Where to go next

Get started

▸ Workshops

▸ Documents

▸ Youtube

▸ Twitter

▸ Evals
▸ Cloud.redhat.com

▸ Network Automation Guide

Get serious

▸ Red Hat Automation Adoption Journey

▸ Red Hat Training

▸ Red Hat Consulting

https://github.com/ansible/workshops
https://docs.ansible.com/
https://www.youtube.com/channel/UCPJo5UY1KsP7J1BuHmiWNzQ
https://twitter.com/ansible
https://www.redhat.com/en/technologies/management/ansible/try-it
https://cloud.redhat.com/
https://www.redhat.com/en/engage/network-automation-guide-20221202
https://www.redhat.com/en/resources/services-journey-automation-adoption-brief
https://www.ansible.com/products/training-certification
https://www.ansible.com/products/consulting


● Slack
https://ansiblenetwork.slack.com
Join by clicking here http://bit.ly/ansibleslack

● Matrix
Ansible Network Room
https://matrix.to/#/#network:ansible.com

● Forum
Discourse Forum
https://forum.ansible.com

Chat with us

https://ansiblenetwork.slack.com
http://bit.ly/ansibleslack


● Examples, samples 
and demos

● Run network 
topologies right on 
your laptop 

Bookmark the Github organization

Ansible automation platform trial 
https://www.redhat.com/en/technologies/management/ansible/trial

https://www.redhat.com/en/technologies/management/ansible/trial


linkedin.com/company/red-hat

youtube.com/AnsibleAutomation

facebook.com/ansibleautomation

twitter.com/ansible

github.com/ansible
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Thank you


