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Cisco Webex App 

Questions? 
Use Cisco Webex App to chat 
with the speaker after the session

Find this session in the Cisco Live Mobile App

Click “Join the Discussion”

Install the Webex App or go directly to the Webex space

Enter messages/questions in the Webex space

How

Webex spaces will be moderated 
by the speaker until June 7, 2024.
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 https://ciscolive.ciscoevents.com/
ciscolivebot/#BRKXXX-xxxx

Enter your personal notes here
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Speakers

Sean Cavanaugh
Red Hat Ansible

CCIE #40514
Sean has previously worked for US 
Navy, Cumulus Networks (acquired 
by Nvidia) and Cisco Systems. 
Sean resides in Chapel Hill, North 
Carolina

Sean Cavanaugh
Cisco DevNet

CCIE #43909
Thought-leader, educator and 
speaker for global developer 
conferences, including the iconic 
DevNet Zone at Cisco Live!



Agenda
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• Introduction

• What is Ansible Network 
Automation?

• Recap of 2023

• What has changed?

• Demo

• Call to action

Session ID 5
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NetOps as Code with Ansible Automation Platform

Load 
balancers

Controllers

Firewalls

IP address 
management

Routers

Switches

Access Points

Observability/
Monitoring

Automated operational framework for 
network management 

▸ Complete the full life cycle of network operational 
tasks 

▸ Use certified and validated content for new projects 

▸ Address network compliance and security needs

▸ Implement NetOps-as-code as part of automation 
journey

Streamline multivendor network operations,
compliance, and security management
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Not a repeat 1:1 of last year!

DEVNET-2510 7

Watch last years talk on 
ciscolive.com!
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Things we covered last year…
� Infrastructure as code
� Source of Truth
� Data centric automation
� Pipelines
� DevOps
� CI/CD
� GitOps
� NetDevOps
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Things we covered last year…
� GitLab
� Project Management
� Hosted git repositories 
� Built-in CI/CD
� Complete Adrian demo 🎆
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Intended Config?

config:
- name: loopback100
  ipv6:
  - address: fc00::100/64
  - address: fc00::101/64

interface Loopback100
 ip address 10.10.10.1 255.255.255.0
 ipv6 address FC00::100/64

Running Configuration SoT
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Intended Config?

config:
- name: loopback100
  ipv6:
  - address: fc00::100/64
  - address: fc00::101/64

interface Loopback100
 ip address 10.10.10.1 255.255.255.0
 ipv6 address FC00::100/64

Running Configuration YAML SoT 

- name: configure l3 interface
  ios_l3_interfaces:
    config: "{{config}}"
    state: merged

Ansible Task
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Intended Config?

config:
- name: loopback100
  ipv6:
  - address: fc00::100/64
  - address: fc00::101/64

before

interface Loopback100
 ip address 10.10.10.1 255.255.255.0
 ipv6 address FC00::100/64

Running Configuration YAML SoT 

- name: Loopback100
  ipv4:
  - address: 10.10.10.1/24
  ipv6:
  - address: fc00::100/64

- name: configure l3 interface
  ios_l3_interfaces:
    config: "{{config}}"
    state: merged

Ansible Task
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Intended Config?

config:
- name: loopback100
  ipv6:
  - address: fc00::100/64
  - address: fc00::101/64

before

interface Loopback100
 ip address 10.10.10.1 255.255.255.0
 ipv6 address FC00::100/64

Running Configuration YAML SoT 

- name: Loopback100
  ipv4:
  - address: 10.10.10.1/24
  ipv6:
  - address: fc00::100/64

commands:
  - interface Loopback100
  - ipv6 address fc00::101/64

commands

- name: configure l3 interface
  ios_l3_interfaces:
    config: "{{config}}"
    state: merged

Ansible Task
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Intended Config?

config:
- name: loopback100
  ipv6:
  - address: fc00::100/64
  - address: fc00::101/64

before

interface Loopback100
 ip address 10.10.10.1 255.255.255.0
 ipv6 address FC00::100/64

Running Configuration YAML SoT 

- name: Loopback100
  ipv4:
  - address: 10.10.10.1/24
  ipv6:
  - address: fc00::100/64

commands:
  - interface Loopback100
  - ipv6 address fc00::101/64

commands

- name: Loopback100
  ipv4:
  - address: 10.10.10.1/24
  ipv6:
  - address: fc00::100/64
  - address: fc00::101/64

after

- name: configure l3 interface
  ios_l3_interfaces:
    config: "{{config}}"
    state: merged

Ansible Task
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Apply sources of truth

Why is it important?
▸ Network infrastructure as code, data-centric automation

▸ Deploy configuration pipelines

▸ GitOps for network automation

▸ Integrate IPAM and inventory sources of truth gradually to 
manage network resources

Why Ansible Automation Platform?

▸ Native webhooks for Github/Gitlab, Certified content 
collection for NetBox 

▸ Brownfield is easy with network resource modules

▸ Not all or nothing, can be adopted in incremental steps
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Automated NetOps
Tying everything together

1

Modify declarative
data model 

Ansible 
Automation 

Platform

 

---
name: example
key: value
declarative: 
data

  
Development

Production

Network 
operator
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Automated NetOps
Tying everything together

Git

2

1

Modify declarative
data model 

Pull request

Ansible 
Automation 

Platform

 

---
name: example
key: value
declarative: 
data

  
Development

Production

Network 
operator
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Automated NetOps
Tying everything together

Git
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Modify declarative
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Automated NetOps
Tying everything together

Git
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Continuous integration
and delivery 
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Automated NetOps
Tying everything together

Git

3

5

2

1

Modify declarative
data model 

Pull request Webhook

Approve for
production

Ansible 
Automation 

Platform

 

---
name: example
key: value
declarative: 
data

  
Development

Production

Network 
operator

4

Continuous integration
and delivery 



© 2024  Cisco and/or its affiliates. All rights reserved.   Cisco Public#CiscoLive

Automated NetOps
Tying everything together

Git

3

5
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1

Modify declarative
data model 

Pull request Webhook

Approve for
production

Ansible 
Automation 

Platform

 

---
name: example
key: value
declarative: 
data
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Continuous 
Deployment 

Development

Production

Network 
operator
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Continuous integration
and delivery 
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More on Source of Truth

What about when I have existing 
IPAM?
▸ Ansible integrates with existing tools including 

ServiceNow, Infoblox, Netbox and more!

▸ Ansible is agnostic to the SoT (Source of Truth)

▸ Ansible can even import CSV files… 🫣

Source of 
Truth
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Switch

NetBox and Ansible - Better Together

Router

● Certified Ansible collection for NetBox
● Modules to define the intended network state in NetBox
● Plugins to drive automation of the network using data from NetBox
● Official support from Netbox Labs and Red Hat

Controller
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Event-driven 
workflow

Development

Ansible Automation 
Platform

Production

Network 
monitoring,

or observability

Network 
operator

Event-driven troubleshooting
Consistent and faster response to incidents

ITSM
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Event-driven 
workflow

Development

Ansible Automation 
Platform

Production
1

Network 
monitoring,

or observability

Event occurs:
Data and streamlining 
telemetry

Network 
operator

Event-driven troubleshooting
Consistent and faster response to incidents

ITSM
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Event-driven 
workflow
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Consistent and faster response to incidents

ITSM
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Event-driven 
workflow

Development

2

Source: certified 
sources

3

Rules: actions determined 
by conditions in rulebooks

Incident (event) is 
receivedDecision

Ansible Automation 
Platform

Production
1

Network 
monitoring,

or observability

Event occurs:
Data and streamlining 
telemetry

Network 
operator

Event-driven troubleshooting
Consistent and faster response to incidents

ITSM
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Event-driven 
workflow

Development

2
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Complete Your Session Evaluations

30Session ID

Complete a minimum of 4 session surveys and the Overall Event Survey to be 
entered in a drawing to win 1 of 5 full conference passes to Cisco Live 2025.  

Earn 100 points per survey completed and compete on the Cisco Live Challenge 
leaderboard. 

Level up and earn exclusive prizes!

Complete your surveys in the Cisco Live mobile app.
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Continue 
your education

• Visit the Cisco Showcase 
for related demos

• Book your one-on-one
Meet the Engineer meeting

• Attend the interactive education 
with DevNet, Capture the Flag, and 
Walk-in Labs

• Visit the On-Demand Library 
for more sessions at 
www.CiscoLive.com/on-demand

Contact me at: Insert preferred comms method
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http://www.ciscolive.com/on-demand


Thank you

#CiscoLive
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